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ftrace / perf

strace / ltrace

objdump / nm / readelf
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JTAG / SWD

Logic Analyzer
Oscilloscope

OpenOCD

Cross Compiler Toolchain
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Valgrind

perf / top / htop

systemd

* journald

* Prometheus node exporter
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*« C/ C++ / Rust
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¢ Wireshark

tcpdump

iproute2
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* blktrace

* dd

« fsck
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* QEMU/KVM

« Docker (runtime TtZ= O|&f)
 Kubernetes (A2 27H)

* Terraform

* Ansible
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* GDB / KGDB

* QEMU

* perf

« ftrace

« strace
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* Spring / Spring Boot

* .NET / ASP.NET Core

« Django / FastAPI

* Nodejs / NestJS

* Electron (H23& 88)

s Qt (A=A EHE 88)
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M Queue (Kafka, RabbitMQ)

« ESB / EAl
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* JUnit / NUnit

* Mockito

¢ Postman

* Swagger / OpenAPI
 SonarQube

* Selenium

[DevOps-Hi Z-2F &]
* Git / GitHub / GitLab
* CI/CD - Jenkins, GitHub Actions
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¢ Kubernetes
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* ELK Stack
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c 2RI EM ET

-42 2N E

[2A-2M2HEY 8]

* UML & - StarUML, Enterprise Architect
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* Git / GitLab / GitHub

* CMake / Make

« CI/CD

e Docker (HE-HAES)

. AA" o[ K CHo[oj1Y £
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« C/ C++ / Rust / Go
* Python / Assembly (x86, ARM)
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* Wireshark

* tcpdump

* Scapy

« iperf

PEXEE HEKI 7HE)
* GDB / KGDB

« ftrace

* perf

* BCC/eBPF

* QEMU

[2ds HA X 7|1&]
* perf

« htop

* numactl

« DPDK SDK

[HIEHI 2ot AR 74
« iptables / nftables

« eBPF

¢ OpenSSL

« tc (Traffic Control)

[EM-22LE HENI A2H])
* Kubernetes

« CNI 2229

* Envoy

* Istio

* Open vSwitch
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¢ Wireshark

 tcpdump

« iperf

* netperf

* tcpreplay
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* Prometheus

* Grafana

« ELK Stack
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* Git / GitLab / GitHub

« Cl/CD

* Technical Documentation Tools
¢ Requirement Management Tools

¢ UML / System Architecture Diagram Tools

[SA A2 24 715
¢ MATLAB / Simulink

« SystemVue

* ModelSim

« Cadence System Tools

M=z Ma|l-e¢nzs e
* MATLAB

* Python (NumPy, SciPy)
* DSP Library

* GNU Radio

[fM 84 71&]
* OptiSystem

* COMSOL

* ANSYS HFSS

« Cadence Sigrity

[2MRF S4 7]5]
« Keysight ADS

* CST Studio

¢ ANSYS HFSS

* RFSim99

[0S SA-RAICH S41 715
* MATLAB 5G Toolbox

* NS-3

* OMNeT++

* OpenAirinterface

[E4 ZREFAAH 2T EY0)
e C/ C++

 Python

* RTOS

* GNU Radio

* Vivado / Quartus

[E4 A2 AE-AHS]

¢ Spectrum Analyzer
 Vector Signal Generator
* Network Analyzer

* Wireshark

* iPerf

S R8s HXEh
* MATLAB

 Python

* NS-3

* Wireshark

[ ekl )

* OpenSSL

« Security Simulation Tools
* Wireshark

« Cryptography Library
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* MATLAB / Simulink

* NS-3 / OMNeT++

* SystemVue

* OptiSystem

* GNU Radio
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 MHlA ®H 7= HA (Client-Server-DB)

MVC / MVVM / Clean Architecture &7
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SQL Injection, XSS, CSRF Cf&
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« HTMLS - A|HE| O3 ¢, & #F

* CSS3 - Flexbox, Grid, OfL|m|0] ¥

* JavaScript (ES6+) - HIS7| X2|, O[HIE, 25
* TypeScript - F%& Et, Hif2 AE 22
= oIS Qlof

* Java - Spring / Spring Boot

JavaScript — Node.js

Python - Django, FastAPI

* PHP - Laravel

C# — ASP.NET Core

* Go - 185 MH g

[EEEAE ZEYe3-2to|BEa])

* React - ZEHE 7|8t y|

e Vuejs - MVWWM #+=

* Angular - AE{Z2}0|= SPA

* Nextjs / Nuxtjs — SSR, SEO %Xz}

* Redux / Recoil / Zustand - AEf 22|

« Axios / Fetch APl — HTTP S2!

* Tailwind CSS / MUI / Ant Design — Ul
EINEETE

[MAE =AM 7|E)]

* Spring Boot / Spring Security

* Express.js / Nest)S

* Django / FastAPI

* Laravel

* ASP.NET Core

« RESTful API / GraphQL

* Microservices Architecture (MSA)

[HIO|E{H|O] & & Ci|OJE| &2[]

= 2AE DB

MySQL / PostgreSQL / Oracle / MariaDB
NoSQL

MongoDB / Redis (?HAl) / DynamoDB

[E2tfE & Q=g 7|&)

* AWS - EC2, S3, RDS, Lambda

* Azure - App Service, SQL

¢ GCP - Compute Engine, Firebase
* CDN - CloudFront

* Load Balancer

¢ Auto Scaling

[DevOpsHl Z X153 E]

* Git / GitHub / GitLab / Bitbucket

¢ CI/CD - GitHub Actions, Jenkins

* Docker - Z4E{| 0|43}

* Kubernetes - ZiH|O|{ A AE2|0H
* Nginx / Apache

o 2FTH BIZE - Blue-Green, Rolling

[# 2ekQIE 7|5

* HTTPS / SSL / TLS

* JWT / OAuth2 / SSO

+ OWASP Top 10 CHS

+ XSS / CSRF / SQL Injection '40{
o 253} (Hash, Salt)

« HZ ATHRole) B2

[HAE-Z3 &2 =7

* Jest / Mocha / Chai

* JUnit / Mockito

« Selenium / Cypress

¢ Postman / Swagger

* SonarQube - TE B 24

[ds 2L ER])
« Lighthouse
« Webpack / Vite - HE2
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* Lazy Loading / Code Splitting

* Prometheus / Grafana

* IDE - VS Code, Intelli, WebStorm

* APl M3} - Swagger, OpenAPI

« IRZHME PE| - Jira, Confluence

« ¥ - Slack, Notion

* UML / ERD Tool — Draw.io, Lucidchart




